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Abstract

Medical consultation and diagnosis increasingly rely on
artificial intelligence (Al) chatbots, raising critical concerns
about the privacy of sensitive medical data during processing
and transmission. This necessitates a system that guarantees the
confidentiality of personal medical information while
restricting access to analysis results exclusively to the data
owner. To address this issue, this paper presents a secure
medical data analysis system leveraging homomorphic
encryption (HE). By utilizing the HEAAN (Homomorphic
Encryption for Arithmetic of Approximate Numbers) library,
the proposed system ensures the protection of sensitive data
while enabling efficient and privacy-preserving data analysis.
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